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Audit Collection Services (ACS) Support for Cross Platform Operating Systems

Welcome to the Audit Collection Services (ACS) support for cross-platform operating systems for use with Microsoft System Center Operations Manager 2007 R2. Operations Manager 2007 R2 extends monitoring support to UNIX-based and Linux-based servers. With Operations Manager 2007 R2, organizations can easily monitor and manage their cross-platform environments from a single management console. 

ACS collects all of the security events that are written to the Security Event log. Your audit policy determines the type of events that are written to the Security Event log. After the security events have been collected and interpreted, they are stored in a central database. When auditing cross-platform operating systems, auditing is configured on individual computers, and all events generated from a cross-platform operating system audit policy are forwarded to the local Security log of the Windows computer that is monitoring the UNIX or Linux machines. From the local Security log, the events are collected in a centralized database. All ACS data is then accessed through reports in Operations Manager 2007 R2 Reporting.

In This Section

About Audit Collection Services (ACS) Support for Cross Platform Operating Systems
Provides an overview of ACS and information about deploying its components.

Deploy Audit Collection Services (ACS) for Cross Platform Operating Systems
Provides steps for deploying ACS in your cross-platform environment.

Filtering ACS Events
Describes management of large numbers of audit events.

Reports
Describes Cross Platform ACS reports.

Additional Resources
Provides additional information on Operations Manager ACS.

About Audit Collection Services (ACS) Support for Cross Platform Operating Systems

In Operations Manager 2007, Audit Collection Services (ACS) can only be implemented on Windows-based computers. As part of Operations Manager 2007 R2, ACS can now be extended to include UNIX-based and Linux-based operating systems. 

In This Section

Overview of ACS Support for Cross Platform Operation Systems
ACS Support for Cross Platform Operation Systems Workflow
Contents of the Cross Platform ACS Package
Supported Configurations
Capacity Planning
Overview of ACS Support for Cross Platform Operation Systems

ACS support for Windows-based operating systems is natively available in Operations Manager 2007 R2. For a detailed explanation of Windows-based ACS, see About Audit Collection Services (ACS) in Operations Manager 2007 (http://go.microsoft.com/fwlink/?Linkid=155928).

ACS support for cross-platform operating systems takes advantage of the existing ACS architecture. 

The following components are part of the Operations Manager 2007 R2 ACS functionality:

	Component
	Description

	 ACS Forwarder
	The ACS Forwarder sends all audit data from the local Security Event log to the ACS Collector.

	ACS Collector
	The ACS Collector receives and processes audit data and then sends this data to the ACS database.

	ACS Database
	The ACS database is the central repository for events that are generated by an audit policy within an ACS deployment.

	Windows Security Event Log
	The Windows Security Event log is the storage location for all audit data before the ACS Collector transfers the event to the ACS database.


The following components are part of Operations Manager 2007 R2 Cross Platform functionality.

	Component
	Description

	Cross Platform Agent Log File Provider
	The agent resides on each UNIX-based or Linux-based computer that is being managed. It is deployed as part of the initial configuration of cross-platform management.

	Cross Platform Log File Data Source Module
	The Cross Platform Log File Data Source module resides on Operations Manager management servers. It handles all audit data reported by each Cross Platform Agent Log File provider within a managed system. 


The following components are new as part of Operations Manager 2007 R2 ACS functionality:

	Component
	Description

	ACS Management Packs
	The ACS management packs provide the definitions of the audit data to be monitored.

	Cross Platform Parsing and Security Event Log Write Action Module
	The Cross Platform Parsing and Security Event Log Write Action module parses the audit data from each managed UNIX-based and Linux-based computer and writes the information to the Windows Security Event log.

	ACS Event Schema with UNIX Extensions
	The ACS Collector schema is extended to support the additional content and formatting of audit data sent by UNIX-based and Linux-based computers.


Cross Platform ACS Architecture
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Windows-based computers are configured for audit collection. The ACS Forwarder moves the audit data to the Windows Security Event log (WSEL). The ACS Collector then collects the audit data and copies it into the ACS database.

In Cross Platform ACS, the ACS management packs and the Cross Platform Log File Data Source module write the event data into the WSEL. The ACS Collector, now extended with the ACS event schema, collects the audit data and copies the information into the ACS database.

ACS Support for Cross Platform Operation Systems Workflow

The Cross Platform ACS workflow is integrated with the Windows ACS workflow. After the audit data resides in the Windows Security Event log, the ACS Collector and the ACS database process all audit data similarly.  
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1.
The ACS management pack defines the Syslog audit events to be collected. 

2.
The Cross Platform log file data source module communicates with the Cross Platform agent for log file monitoring. 

3.
The Cross Platform agent and log file provider reads the log file for audit events and returns those that match the filter defined through the ACS management packs.

4.
 The Cross Platform Parsing and Security Event Log Write Action module parses the Syslog messages for storage in the ACS database. The information is securely written to the Windows Security Event log (WSEL).

5.
The ACS Forwarder reads the SEL and sends it to the ACS Collector. The audit event is inserted into the ACS database.

Contents of the Cross Platform ACS Package

The Cross Platform ACS installation file is available in 32-bit and 64-bit version.  


SCX.ACS.Setup-32bit.msi

SCX.ACS.Setup-64bit.msi
The installation file should be run on all computers that monitor and collect audit events for UNIX-based and Linux-based computers.

Supported Configurations

Cross Platform Audit Collection Services (ACS) supports all UNIX-based and Linux-based computers supported by System Center Operations Manager 2007 R2. 

They include the following computers:


AIX 5.3 (Power), 6.1 (Power) 


HP-UX 11iv2 (PA-RISC and IA64), and 11iv3 (PA-RISC and IA64) 


Red Hat Enterprise Server 4 (x64 and x86) and 5 (x64 and x86) 


Solaris 8 (SPARC), 9 (SPARC), and 10 (SPARC and x86 versions later than 120012-14) 


SUSE Linux Enterprise Server 9 (x86), 10.1 (x86 and x64) and 11

For detailed information, see Operations Manager 2007 R2 Supported Configurations (http://go.microsoft.com/fwlink/?Linkid=144400). 

Capacity Planning

This topic describes considerations for planning your deployment of Cross Platform Audit Collection Services (ACS).

Auditing Capacity

The capacity of Cross Platform ACS is dependent on the Windows-based ACS performance.

For more information, see ACS Capacity Planning  (http://go.microsoft.com/fwlink/?LinkId=169305).

Reports Performance

The report system performance is diminished with audit datasets exceeding 10,000 records.

To create reports for datasets larger than 10,000 records requires an increase in computing resources.

Optimizing Performance on the Operations Manager Root Management Server

The root management server (RMS) is the first management server for a management group. 

The best practice recommendation for Cross Platform ACS is to monitor UNIX-based and Linux-based computers and install the ACS Collector on an Operations Manager management server other than the RMS.

Deploy Audit Collection Services (ACS) for Cross Platform Operating Systems

Cross Platform Audit Collection Services (ACS) relies on components in System Center Operations Manager 2007 R2 that are used for auditing Windows-based computers. 

The installation process has two main parts:

Install the Prerequisite Programs
Install ACS Support for Cross Platform Operating Systems
Install the Prerequisite Programs

If ACS for Windows-based computers and ACS Reporting is currently installed as part of your Operations Manager 2007 R2 deployment, you can proceed directly to “Install ACS Support for Cross Platform Operating Systems”.

Installing Operations Manager 2007 R2 ACS for Windows-Based Computers

For information about how to install ACS on Windows-based computers, see the following resources and steps:

1.
Install SQL Server 2005 Reporting Services.

How to Install Reporting Services on a Single Computer (http://go.microsoft.com/fwlink/?LinkId=169438).

2.
Install Operations Manager 2007 R2.

For more information, see Operations Manager 2007 R2 Quick Start Guide (http://go.microsoft.com/fwlink/?LinkId=169439).

3.
Install Operations Manager 2007 R2 Reporting Services.

For more information, see Deploying Reporting in the Single Server, Single Management Group Scenario (http://go.microsoft.com/fwlink/?LinkId=144716).

4.
Install Operations Manager 2007 R2 ACS.

For more information, see How to Install an Audit Collection Services (ACS) Collector and Database (http://go.microsoft.com/fwlink/?LinkId=91142).
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Note 

As part of installing Operations Manager 2007 R2 ACS, enable the Forwarder service on all Management Servers and Gateway servers that manage UNIX-based and Linux-based computers.

For more information, see How to Enable ACS Forwarders in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=91143).

5.
Enable Server ACS in Operation Manager 2007 R2.

For more information, see How to Enable Server ACS in Operations Manager 2007 R2 in this document.

6.
Install Operations Manager 2007 R2 ACS Reporting.

For more information, see Deploying Operations Manager 2007 ACS Reporting (http://go.microsoft.com/fwlink/?LinkId=155930).

How to Enable Server ACS in Operations Manager 2007 R2

This procedure should be run after the ACS collector and the ACS database are installed. 
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To enable server ACS in Operations Manager 2007 R2

	1.
In the Operations console, click the Monitoring view.

2.
In the navigation pane, expand Operations Manager, expand Management Server, and then click Management Server Health State. This view has two panes, and the actions in this procedure are performed in the right pane.

3.
In the right pane, click Management Server State, and then select the management server with ACS installed.

4.
In the Actions pane, under Health Service Tasks, click Enable Audit Collection.

5.
In the Run Task – Enable Audit Collection dialog box, select the task and click Override. Enter the hostname of the computer running the ACS Collector unless the ACS Forwarder and ACS Collector are running on the same computer. 

6.
Click OK
7.
Click Run. The Task Status – Enable Audit Collection dialog box displays the progress of the task.

8.
When the task is successfully completed, click Close.


Install ACS Support for Cross Platform Operating Systems

To install ACS Support for Cross Platform Operating Systems, follow these steps:

How to Install Cross Platform ACS

The following steps describe the installation of System Center Operations Manager 2007 R2 for Cross Platform Audit Collection Services (ACS).
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To install Cross Platform ACS

	1.
Double-click the SCX.ACS.Setup.msi file.

2.
On the first page of the System Center Operations Manager Cross Platform ACS Setup Wizard, click Next.

3.
Accept the terms of service, and then click Next.

4.
Select Audit Data Time Zone, and then click Next.

5.
On the Ready page, click Install.

6.
On the ACS Audit Events page, click Next.

7.
Click Finish.
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Note 

By default, events cannot be written directly to the Windows Security Event log.  During installation, a local group policy is modified to allow the Cross Platform Audit Collection Services module to write to the Windows Security Event log.

The policy is found at Computer Configuration -> Windows Settings -> Security Settings -> Local Policies -> Audit Policy -> Audit object access {Success, Failure}.  If group policy is overriding the local policy, it may be necessary to modify this group policy setting on the domain.


How to Install Cross Platform ACS Management Packs
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To download and install Cross Platform ACS management packs

	1.
In the Operations console, click the Administration node.

2.
Right-click Management Packs, and then click Import Management Packs. 

3.
In the Import Management Packs Wizard, Select Add.

4.
Select Download from Catalog.
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Note 

If you do not have access to the catalog from the Operations Manager server, you can download the Cross Platform management packs and the Cross Platform ACS management packs at System Center Operations Manager 2007 Catalog (http://go.microsoft.com/fwlink/?Linkid=89059) by searching for Cross Platform.

5.
Select System Center Cross Platform  management packs appropriate for the UNIX-based and Linux-based computers you are monitoring.

6.
Select Add.

7.
Select Cross Platform Audit Collection Services management packs appropriate for the UNIX-based and Linux-based computers you are monitoring.

8.
Select Add.

9.
Select Install to start the import process.

10.
When the import is complete, click Close.


How to Install Cross Platform ACS Reporting
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To install Cross Platform ACS Reports

	1.
On the server that will be used to host ACS Reports, log on as a user that is an administrator of the Microsoft SQL Servier 2005 Reporting Services (SRS) instance .

2.
At a Command Prompt window, change directories to the Cross Platform ACS Reports folder, for example C:\Program Files\System Center Operations Manager Cross Platform ACS.

3.
In the Cross Platform ACS Reports folder, run the following command. UploadCrossPlatformAuditReports “<AuditDBServer\Instance>” “<Reporting Server URL>” “<path of the copied ACS folder>”. 

For example: UploadCrossPlatformAuditReports “myAuditDbServer\Instance1” “http://myReportServer/ReportServer$instance1” “C:\Program Files\System Center Operations Manager Cross Platform ACS”
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Note 

The reporting server URL needs the virtual directory of the reporting server (ReportingServer$<InstanceName>), instead of the reporting manager directory (Reports$<InstanceName>).

4.
Open Internet Explorer and enter the following address to view the SQL Server Reporting Services home page. 

http://<yourReportingServerName>/Reports$<InstanceName>


How to Enable Cross Platform ACS in Operations Manager 2007 R2

By default, Cross Platform ACS is disabled. To collect audit events, you must enable Cross Platform ACS by creating an override to the default setting.
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Note 

By default, Operations Manager 2007 R2 saves all customizations to the default management pack. It is best practice not to write any custom overrides to the default management pack. We recommend that you create a new custom management pack for this purpose. 

You can use a custom management pack to simplify the move from test and preproduction environments to the production environment. For more information about  how to create a custom management pack, see Create a New Management Pack for Customizations (http://go.microsoft.com/fwlink/?LinkID=152033).
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To enable cross platform ACS

	1.
In the Operations console, click Authoring.

2.
Click Object Discoveries. 

3.
Search for ACS.

4.
Right-click Discover Unix/Linux ACS Endpoint.

5.
Select Overrides:Override the Object Discovery:For all objects of class: Unix Computer.
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Note 

You can select individual computers and groups.

6.
Select the Enabled Override check box.

7.
In the Enabled Value list, select True.

8.
In the Management Pack list, verify that the custom override management pack you created is selected. 

9.
Click OK.


Configure Syslog and Rules for Audit Events

The default configuration of some supported platforms does not log audit events, preventing Cross Platform Audit Collection Services from reporting accurate audit events. The following topics provide more information about how to configure the Syslog file of affected platforms and how to enable ACS rules. 

In This Section


Configure Solaris Syslog

Configure AIX Syslog

Enable ACS Rules
How to Configure Solaris Syslog

For Solaris computers, required audit activity is not logged. The logging configuration is controlled by the configuration file located at /etc/syslog.conf.
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To enable event logging on Solaris computers

	1.
Add the code:

# Log basic authentication (su, etc) to /var/log/authlog for ACS

auth.info;local2.info                           /var/log/authlog 

to the existing configuration file found at /etc/syslog.conf.
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Note 

Use the TAB key to separate log components from log file names. Spaces do not work.

The following code example shows a Syslog.conf file for a Solaris computer. The modified portions of the file are indicated for clarity. 

#ident  "@(#)syslog.conf        1.5     98/12/14 SMI"   /* SunOS 5.0 */

#

# Copyright (c) 1991-1998 by Sun Microsystems, Inc.

# All rights reserved.

#

# syslog configuration file.

#

# This file is processed by m4 so be careful to quote (`') names

# that match m4 reserved words.  Also, within ifdef's, arguments

# containing commas must be quoted.

#

*.err;kern.notice;auth.notice                   /dev/sysmsg

*.err;kern.debug;daemon.notice;mail.crit        /var/adm/messages

# Log basic authentication (su, etc) to /var/log/authlog for ACS auth.info;local2.info                           /var/log/authlog
*.alert;kern.err;daemon.err                     operator

*.alert                                         root

*.emerg                                         *

# if a non-loghost machine chooses to have authentication messages

# sent to the loghost machine, un-comment out the following line:

#auth.notice                    ifdef(`LOGHOST', /var/log/authlog, @loghost)

mail.debug                      ifdef(`LOGHOST', /var/log/syslog, @loghost)

#

# non-loghost machines will use the following lines to cause "user"

# log messages to be logged locally.

#

ifdef(`LOGHOST', ,

user.err                                        /dev/sysmsg

user.err                                        /var/adm/messages

user.alert                                      `root, operator'

user.emerg                                      *)

2.
Restart the Syslog daemon.

On Solaris 5.8 and 5.9, at the command prompt, enter /etc/init.d/syslog stop, followed by /etc/init.d/syslog start.

On Solaris 5.10, at the command prompt, enter svcadm refresh svc:/system/system-log.


You will now have to enable the appropriate Cross Platform ACS Solaris management pack rules as described in Enable ACS Rules.

How to Configure AIX Syslog

By default, the AIX platform does not log audit events. The logging configuration is controlled by the file located at /etc/syslog.conf. Perform the following steps to enable logging of all event messages at the debug level or higher.
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To enable event logging on an AIX computer

	1.
Using an appropriate editor, modify the /etc/syslog.conf file to contain the following line:

*.info   /var/log/syslog.log     rotate size 1m files 10

where /var/log/syslog.log is the location and name of the Syslog file. The Syslog file is rotated when it becomes larger than 1 megabyte (MB) and the number of rotated files is limited to 10.
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Note 

Use the TAB key to separate priority, destination, and rotation parameters. Spaces do not work.

2.
At a command prompt, to refresh the computer’s configuration, enter # refresh -s syslogd.

3.
You will now need to enable the appropriate Cross Platform ACS AIX management pack rules as described in Enable ACS Rules.


How to Enable ACS Rules

The management pack rules for Solaris and AIX platforms must be enabled after the Syslog files are configured.
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To enable a disabled Management Pack rule

	1.
In the Operations console, click Authoring.

2.
In the navigation pane, click Authoring, click Management Pack Objects, and then click Rules.

3.
In the rules pane, search for the rule to be enabled. If the Look for bar is not available above the Rule list, navigate from the View menu, and then click Find.

4.
Right-click the rule name for the rule that you want to enable, navigate to Overrides , click Override the Rule, and then click For all object of class for a class of objects to be monitored by the rule.

5.
Set the Enabled parameter to True, modify the Override Value to True, and then click OK.


Filtering ACS Events

By default, ACS collects and stores every event recorded in the Window Security Event logs. A large number of the events can make it difficult to identify potential problems. You want to collect only the security events that meet your audit and security compliance requirements. 

Best practice is to archive the data by using an ACS Archiver and then restore it to a historical repository. From this repository, you can run your filtering. This provides the ability to maintain all audit events and optimize the audit data report performance.  For example, you may want to store all Successful Logon Events (540,528), but not report on them unless audited. 
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To filter Event IDs by using AdtAdmin

	1.
At a command prompt, change the working directory to %windir%\system32\security\AdtServer.

2.
At the same command prompt, set the query parameters by entering AdtAdmin /setquery /query:"select * from AdtsEvent where NOT (EventID=560 OR EventID=562 OR …)", where the EventIDs listed are the audit events to be ignored in the event log.

For example, to set a filter so that only the Cross Platform security events are logged to the Windows Security Event log , set the query parameters by entering AdtAdmin /setquery /query:”select * from AdtsEvent where NOT (EventID=560 OR EventID=562 OR EventID=569 OR EventID=570 OR EventID=571 OR EventID=26401 OR EventID=4665 OR EventID=4666 OR EventID=4667 OR EventID=4624 OR EventID=4634 OR EventID=4648 OR EventID=5156 OR EventID=4656 OR EventID=4658 OR EventID=5159)”.


For additional information about how to use AdtAdmin.exe, see ACS Administration--AdtAdmin.exe (http://go.microsoft.com/fwlink/?Linkid=169306).

Reports

To view Cross Platform ACS reports, start your browser and navigate to http://<yourReportingServerName>/Reports.

The following table of reports describes audit events for UNIX-based and Linux-based computers.

Cross Platform ACS Reports

	Report Name
	Description
	File Name

	Unsuccessful Logon Attempts on All Monitored UNIX-Based and Linux-Based Computers
	For UNIX-based and Linux-based computers, this report shows unsuccessful logon attempts and the source of each attempt for all monitored computers. Large numbers of unsuccessful logon attempts for the same user or computer may indicate a potential intrusion.
	Unix_Access_Violation_-_Unsuccessful_Logon_Attempts.rdl

	Account Management on All Monitored UNIX-Based and Linux-Based  Computers
	For UNIX-based and Linux-based computers, this report identifies accounts that have been created, deleted, and modified. 
	Unix_Account_Management.rdl

	Privileged Logons on All Monitored UNIX-Based and Linux-Based Computers
	This report shows logons for the root user on all monitored UNIX-based and Linux-based computers.
	Unix_Privileged_Logon.rdl

	Administrator Activity on All Monitored UNIX-Based and Linux-Based Computers
	This report shows logons for the root user on all monitored UNIX-based and Linux-based computers.
	Unix_Administrator_Activity.rdl

	 All Events for a Specified User on All Monitored UNIX-Based and Linux-Based Computers
	This report shows all events associated with the specified user within the specified time range on all monitored UNIX-based and Linux-based computers. It is used for general investigation of a specified user account. To tailor the report for a specific investigation, use SQL Server Report Builder to modify the report parameters to add string and header fields or to change filter criteria.
	Unix_Forensic_-_All_Events_For_Specified_User.rdl

	All Events for a Specified UNIX-based or Linux-based Computer
	This report shows all events associated with a specified computer within a specified time range on all monitored UNIX-based and Linux-based computers. It is used for general investigation of event activity. To tailor the report for a specific investigation, use SQL Server Report Builder to modify the report parameters to add string and header fields or to change filter criteria.
	Unix_Forensic_-_All_Events_For_Specified_Computer.rdl

	All Events for a Specified Event ID on all Monitored UNIX-based and Linux-based Computers
	This report shows all events associated with a specified event ID within a specified time range on all monitored UNIX-based and Linux-based computers. It is used for general investigation of event activity. To tailor the report for a specific investigation, use SQL Server Report Builder to modify the report parameters to add string and header fields or to change filter criteria.
	Unix_Forensic_-_All_Events_For_Specified_Event_ID.rdl


Additional Resources

Additional documentation on ACS can be found at the following links:


Planning documentation can be found in the online technical library at Managing Audit Collection Services in Operations Manager 2007 (http://go.microsoft.com/fwlink/?Linkid=144374).


Capacity planning documentation can be found at ACS Capacity Planning (http://go.microsoft.com/fwlink/?Linkid=169305). 


Details on ACS Security can be found at Audit Collection Services (ACS) Security in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=169307).


ACS administration documentation can be found at ACS Administration--AdtAdmin.exe (http://go.microsoft.com/fwlink/?Linkid=169306).


Reporting documentation can be found at Managing Reporting in Operations Manager 2007 (http://go.microsoft.com/fwlink/?Linkid=131058).


Performance monitoring documentation can be found at Monitoring ACS Performance (http://go.microsoft.com/fwlink/?Linkid=97906).
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