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Cross Platform Audit Control Services Management Pack Guide

The Cross Platform Audit Collection Services (ACS) management pack helps you manage your UNIX-based and Linux-based computers as part of your Microsoft System Center Operations Manager 2007 R2 infrastructure.

Document Version

This guide is based on the 6.1.7000.269 versions of the Cross Platform ACS management packs.

Revision History
	Release Date
	Changes

	December 2009
	Original release of this guide.

	
	


In This Guide

Files in This Management Pack
Supported Configurations
Importing the Cross Platform ACS Management Pack
Cross Platform ACS Management Pack Contents 

Files in This Management Pack

The following table describes the files that are included in this management pack:

	File name
	Display name
	Description

	Cross Platform Audit Collection Services Management Pack Guide.doc
	Cross Platform Audit Collection Services Management Pack Guide for Operations Manager 2007 R2
	

	Microsoft.ACS.Unix.Library.xml
	ACS Modules Library for Unix/Linux Management Pack
	Cross Platform ACS Core Library

	Microsoft.ACS.AIX.5.3.xml
	ACS (AIX 5.3) Modules Management Pack
	Cross Platform ACS AIX 5.3 Library

	Microsoft.ACS.AIX.6.1.xml
	ACS (AIX 6.1) Modules Management Pack
	Cross Platform ACS AIX 6.1 Library

	Microsoft.ACS.HPUX.11iv2.xml
	ACS (HPUX 11iv2) Modules Management Pack
	Cross Platform ACS HPUX 11iv2 Library

	Microsoft.ACS.HPUX.11iv3.xml
	ACS (HP 11iv3) Modules Management Pack
	Cross Platform ACS HP 11iv3 Library

	Microsoft.ACS.Linux.RHEL.4.xml
	ACS (RedHat 4) Modules Management Pack
	Cross Platform ACS RedHat 4 Library

	Microsoft.ACS.Linux.RHEL.5.xml
	ACS (RedHat 5.x) Modules Management Pack
	Cross Platform ACS RedHat 5.x Library

	Microsoft.ACS.Linux.SLES.10.xml
	ACS (SLES 10) Modules Management Pack
	Cross Platform ACS SLES 10 Library

	Microsoft.ACS.Linux.SLES.11.xml
	ACS (SLES 11) Modules Management Pack
	Cross Platform ACS SLES 11 Library

	Microsoft.ACS.Linux.SLES.9.xml
	ACS (SuSE 9) Modules Management Pack
	Cross Platform ACS SuSE 9 Library

	Microsoft.ACS.Solaris.8.xml
	ACS (Solaris 8) Modules Management Pack
	Cross Platform ACS Solaris 8 Library

	Microsoft.ACS.Solaris.9.xml
	ACS (Solaris 9) Modules Management Pack
	Cross Platform ACS Solaris 9 Library

	Microsoft.ACS.Solaris.10.xml
	ACS (Solaris 10) Modules Management Pack
	Cross Platform ACS Solaris 10 Library


Supported Configurations

The supported configurations for Cross Platform ACS are outlined in Operations Manager 2007 R2 Supported Configurations (http://go.microsoft.com/fwlink/?LinkId=90676). 

Importing the Cross Platform ACS Management Pack

For instructions about importing a management pack, see How to Import a Management Pack in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=142351).

After you import the Cross Platform ACS management pack, create a new management pack in which you store overrides and other customizations. For more information about management pack customizations and the default management pack, see About Management Packs in Operations Manager 2007 (http://go.microsoft.com/fwlink/?LinkId=108356).

Cross Platform ACS Management Pack Contents

The following details for each Cross Platform ACS management pack are listed by platform. 

Cross Platform Library

The following details list discoveries and rules dependent on the Cross Platform ACS AIX platform.

Cross Platform Discoveries

	Discovery Name
	Discovery ID
	Default 

Interval

 (seconds)
	Enabled 

by Default

	Discover Unix/Linux ACS Endpoint
	Microsoft.ACS.Unix.ACSEndPoint.Discovery
	14400
	No


Cross Platform Rules

	Rule Name
	Rule ID
	Enabled 

by Default

	System Center Cross Platform ACS Module Missing
	Microsoft.ACS.Unix.DLL.Missing
	Yes

	System Center Cross Platform ACS module writing to the Security Event Log failure Alert Rule
	Microsoft.ACS.Unix.SecurityEventLogWriteFail.Alert
	Yes


Cross Platform ACS AIX Management Pack

The following details list discoveries and rules dependent on the Cross Platform ACS AIX platform. 

AIX Discoveries

	Discovery Name
	Discovery ID
	Default 

Interval

(seconds)
	Enabled 

by Default

	Discover AIX 5.3 ACS Endpoint
	Microsoft.ACS.AIX.5.3.ACSEndPoint.Discovery
	3600
	Yes

	Discover AIX 6.1 ACS Endpoint
	Microsoft.ACS.AIX.6.1.ACSEndPoint.Discovery
	3600
	Yes


By default, Cross Platform ACS AIX rules are not enabled. After importing the Cross Platform ACS AIX management pack, follow the steps in “Configure Syslog and Rules for Audit Edits” in “Audit Collection Services (ACS) Support for Cross Platform Operating Systems.”

AIX Rules

	Rule Name
	Rule ID
	Enabled 

by Default

	Failed Console Login (AIX 5.3)
	Microsoft.ACS.AIX.5.3.Console.Failed
	No

	Invalid Console Login (AIX 5.3)
	Microsoft.ACS.AIX.5.3.Console.Invalid
	No

	Successful su (AIX 5.3)
	Microsoft.ACS.AIX.5.3.Su.Succeeded
	No

	Failed su (AIX 5.3)
	Microsoft.ACS.AIX.5.3.Su.Failed
	No

	Successful sudo (AIX 5.3)
	Microsoft.ACS.AIX.5.3.Sudo.Succeeded
	No

	Failed sudo (AIX 5.3)
	Microsoft.ACS.AIX.5.3.Sudo.Failed
	No

	Invalid sudo (AIX 5.3)
	Microsoft.ACS.AIX.5.3.Sudo.Invalid
	No

	Successful ssh login (AIX 5.3)
	Microsoft.ACS.AIX.5.3.Ssh.Succeeded
	No

	Failed ssh login (AIX 5.3)
	Microsoft.ACS.AIX.5.3.Ssh.Failed
	No

	Invalid ssh login (AIX 5.3)
	Microsoft.ACS.AIX.5.3.Ssh.Invalid
	No

	Failed Console Login (AIX 6.1)
	Microsoft.ACS.AIX.6.1.Console.Failed
	No

	Invalid Console Login (AIX 6.1)
	Microsoft.ACS.AIX.6.1.Console.Invalid
	No

	Successful su (AIX 6.1)
	Microsoft.ACS.AIX.6.1.Su.Succeeded
	No

	Failed su (AIX 6.1)
	Microsoft.ACS.AIX.6.1.Su.Failed
	No

	Successful sudo (AIX 6.1)
	Microsoft.ACS.AIX.6.1.Sudo.Succeeded
	No

	Failed sudo (AIX 6.1)
	Microsoft.ACS.AIX.6.1.Sudo.Failed
	No

	Invalid sudo (AIX 6.1)
	Microsoft.ACS.AIX.6.1.Sudo.Invalid
	No

	Successful ssh login (AIX 6.1)
	Microsoft.ACS.AIX.6.1.Ssh.Succeeded
	No

	Failed ssh login (AIX 6.1)
	Microsoft.ACS.AIX.6.1.Ssh.Failed
	No

	Invalid ssh login (AIX 6.1)
	Microsoft.ACS.AIX.6.1.Ssh.Invalid
	No


Cross Platform ACS HP-UX Management Pack

The following details list discoveries and rules dependent on the Cross Platform ACS HP-UX platform.

HP-UX Discoveries

	Discovery Name
	Discovery ID
	Default 

Interval

 (seconds)
	Enabled 

by Default

	Discover HP-UX 11iv2 ACS Endpoint
	Microsoft.ACS.HPUX.11iv2.ACSEndPoint.Discovery
	3600
	Yes

	Discover HP-UX 11iv3 ACS Endpoint
	Microsoft.ACS.HPUX.11iv3.ACSEndPoint.Discovery
	3600
	Yes


HP-UX Rules

	Rule Name
	Rule ID
	Enabled 

by Default

	Successful su (HPUX 11iv2)
	Microsoft.ACS.HPUX.11iv2.Su.Succeeded
	Yes

	Failed su (HPUX 11iv2)
	Microsoft.ACS.HPUX.11iv2.Su.Failed
	Yes

	Successful sudo (HPUX 11iv2)
	Microsoft.ACS.HPUX.11iv2.Sudo.Succeeded
	Yes

	Failed sudo (HPUX 11iv2)
	Microsoft.ACS.HPUX.11iv2.Sudo.Failed
	Yes

	Invalid sudo (HPUX 11iv2)
	Microsoft.ACS.HPUX.11iv2.Sudo.Invalid
	Yes

	Failed sudo with one or two times try (password) (HPUX 11iv2)
	Microsoft.ACS.HPUX.11iv2.Sudo.Conversation.Error
	Yes

	Successful ssh login (HPUX 11iv2)
	Microsoft.ACS.HPUX.11iv2.Ssh.Succeeded
	Yes

	Failed ssh login (HPUX 11iv2)
	Microsoft.ACS.HPUX.11iv2.Ssh.Failed
	Yes

	Invalid ssh login (HPUX 11iv2)
	Microsoft.ACS.HPUX.11iv2.Ssh.Invalid
	Yes

	Successful su (HPUX 11iv3)
	Microsoft.ACS.HPUX.11iv3.Su.Succeeded
	Yes

	Failed su (HPUX 11iv3)
	Microsoft.ACS.HPUX.11iv3.Su.Failed
	Yes

	Successful sudo (HPUX 11iv3)
	Microsoft.ACS.HPUX.11iv3.Sudo.Succeeded
	Yes

	Failed sudo (HPUX 11iv3)
	Microsoft.ACS.HPUX.11iv3.Sudo.Failed
	Yes

	Invalid sudo (HPUX 11iv3)
	Microsoft.ACS.HPUX.11iv3.Sudo.Invalid
	Yes

	Failed sudo with one or two times try (password) (HPUX 11iv3)
	Microsoft.ACS.HPUX.11iv3.Sudo.Conversation.Error
	Yes

	Successful ssh login (HPUX 11iv3)
	Microsoft.ACS.HPUX.11iv3.Ssh.Succeeded
	Yes

	Failed ssh login (HPUX 11iv3)
	Microsoft.ACS.HPUX.11iv3.Ssh.Failed
	Yes

	Invalid ssh login (HPUX 11iv3)
	Microsoft.ACS.HPUX.11iv3.Ssh.Invalid
	Yes


Cross Platform ACS Red Hat Enterprise Linux Management Pack

The following details list discoveries and rules dependent on the Cross Platform ACS Red Hat Enterprise Linux platform.

Red Hat Enterprise Linux Discoveries

	Discovery Name
	Discovery ID
	Default 

Interval

(seconds)
	Enabled 

by Default

	Discover Red Hat Enterprise Linux Server 4 ACS Endpoint
	Microsoft.ACS.Linux.RHEL.4.ACSEndPoint.Discovery
	3600
	Yes

	Discover Red Hat Enterprise Linux Server 5 ACS Endpoint
	Microsoft.ACS.Linux.RHEL.5.ACSEndPoint.Discovery
	3600
	Yes


Red Hat Enterprise Linux Rules

	Rule Name
	Rule ID
	Enabled 

by Default

	Successful su (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Su.Succeeded
	Yes

	Failed su (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Su.Failed
	Yes

	Successful sudo (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Sudo.Succeeded
	Yes

	Failed sudo (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Sudo.Failed
	Yes

	Invalid sudo (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Sudo.Invalid
	Yes

	Successful ssh login (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Ssh.Succeeded
	Yes

	Failed ssh login (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Ssh.Failed
	Yes

	Adding User (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Adding.User
	Yes

	Adding User to Group (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Adding.User.To.Group
	Yes

	Deleting User (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Deleting.User
	Yes

	Deleting User from Group (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Deleting.User.From.Group
	Yes

	Adding Group (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Adding.Group
	Yes

	Deleting Group (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Deleting.Group
	Yes

	Successful Password Change (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Password.Change.Succeeded
	Yes

	Failed Password Change (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Password.Change.Failed
	Yes

	Successful Console Login (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Console.Login.Succeeded
	Yes

	Failed Console Login (Red Hat Enterprise Linux Server 4)
	Microsoft.ACS.Linux.RHEL.4.Console.Login.Failed
	Yes

	Successful su (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Su.Succeeded
	Yes

	Failed su (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Su.Failed
	Yes

	Successful sudo (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Sudo.Succeeded
	Yes

	Failed sudo (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Sudo.Failed
	Yes

	Invalid sudo (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Sudo.Invalid
	Yes

	Successful ssh login (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Ssh.Succeeded
	Yes

	Failed ssh login (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Ssh.Failed
	Yes

	Adding User (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Adding.User
	Yes

	Adding User to Group (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Adding.User.To.Group
	Yes

	Deleting User (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Deleting.User
	Yes

	Deleting User from Group (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Deleting.User.From.Group
	Yes

	Adding Group (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Adding.Group
	Yes

	Deleting Group (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Deleting.Group
	Yes

	Successful Password Change (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Password.Change.Succeeded
	Yes

	Failed Password Change (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Password.Change.Failed
	Yes

	Successful Console Login (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Console.Login.Succeeded
	Yes

	Failed Console Login (Red Hat Enterprise Linux Server 5)
	Microsoft.ACS.Linux.RHEL.5.Console.Login.Failed
	Yes


Cross Platform ACS Solaris Management Pack

The following details list discoveries and rules dependent on the Cross Platform ACS Solaris platform.

Solaris Discoveries

	Discovery Name
	Discovery ID
	Default 

Interval

 (seconds)
	Enabled 

by Default

	Discover Sun 5.8 ACS Endpoint
	Microsoft.ACS.Solaris.8.ACSEndPoint.Discovery
	3600
	Yes

	Discover Sun 5.9 ACS Endpoint
	Microsoft.ACS.Solaris.9.ACSEndPoint.Discovery
	3600
	Yes

	Discover Sun 5.10 ACS Endpoint
	Microsoft.ACS.Solaris.10.ACSEndPoint.Discovery
	3600
	Yes


By default, Cross Platform ACS Solaris rules are not enabled. After importing the Cross Platform ACS Solaris management pack, follow the steps in “Configure Syslog and Rules for Audit Events“ in “Audit Collection Services (ACS) Support for Cross Platform Operating Systems.” 

Solaris Rules

	Rule Name
	Rule ID
	Enabled 

by Default

	Successful su (Solaris 8)
	Microsoft.ACS.Solaris.8.Su.Succeeded
	No

	Failed su (Solaris 8)
	Microsoft.ACS.Solaris.8.Su.Failed
	No

	Successful sudo (Solaris 8)
	Microsoft.ACS.Solaris.8.Sudo.Succeeded
	No

	Failed sudo (Solaris 8)
	Microsoft.ACS.Solaris.8.Sudo.Failed
	No

	Invalid sudo (Solaris 8)
	Microsoft.ACS.Solaris.8.Sudo.Invalid
	No

	Successful ssh login (Solaris 8)
	Microsoft.ACS.Solaris.8.Ssh.Succeeded
	No

	Failed ssh login (Solaris 8)
	Microsoft.ACS.Solaris.8.Ssh.Failed
	No

	Successful Console Login (Solaris 8)
	Microsoft.ACS.Solaris.8.Console.Login.Succeeded
	No

	Successful su (Solaris 9)
	Microsoft.ACS.Solaris.9.Su.Succeeded
	No

	Failed su (Solaris 9)
	Microsoft.ACS.Solaris.9.Su.Failed
	No

	Successful sudo (Solaris 9)
	Microsoft.ACS.Solaris.9.Sudo.Succeeded
	No

	Failed sudo (Solaris 9)
	Microsoft.ACS.Solaris.9.Sudo.Failed
	No

	Invalid sudo (Solaris 9)
	Microsoft.ACS.Solaris.9.Sudo.Invalid
	No

	Successful ssh login (Solaris 9)
	Microsoft.ACS.Solaris.9.Ssh.Succeeded
	No

	Failed ssh login (Solaris 9)
	Microsoft.ACS.Solaris.9.Ssh.Failed
	No

	Invalid ssh login (Solaris 9)
	Microsoft.ACS.Solaris.9.Ssh.Invalid
	No

	Successful Console Login (Solaris 9)
	Microsoft.ACS.Solaris.9.Console.Login.Succeeded
	No

	Successful su (Solaris 10)
	Microsoft.ACS.Solaris.10.Su.Succeeded
	No

	Failed su (Solaris 10)
	Microsoft.ACS.Solaris.10.Su.Failed
	No

	Successful sudo (Solaris 10)
	Microsoft.ACS.Solaris.10.Sudo.Succeeded
	No

	Failed sudo (Solaris 10)
	Microsoft.ACS.Solaris.10.Sudo.Failed
	No

	Invalid sudo (Solaris 10)
	Microsoft.ACS.Solaris.10.Sudo.Invalid
	No

	Failed sudo with one or two times try (password) (Solaris 10)
	Microsoft.ACS.Solaris.10.Sudo.Conversation.Failure
	No

	Successful ssh login (Solaris 10)
	Microsoft.ACS.Solaris.10.Ssh.Succeeded
	No

	Failed ssh login (Solaris 10)
	Microsoft.ACS.Solaris.10.Ssh.Failed
	No

	Invalid ssh login (Solaris 10)
	Microsoft.ACS.Solaris.10.Ssh.Invalid
	No

	Successful Console Login (Solaris 10)
	Microsoft.ACS.Solaris.10.Console.Login.Succeeded
	No


Cross Platform ACS SUSE Linux Enterprise Server Management Pack

The following details list discoveries and rules dependent on the Cross Platform ACS SUSE Linux Enterprise Server platform.

SUSE Linux Enterprise Server Discoveries

	Discovery Name
	Discovery ID
	Default 

Interval

 (seconds)
	Enabled 

by Default

	Discover SUSE Linux Enterprise Server 9 ACS Endpoint
	Microsoft.ACS.Linux.SLES.9.ACSEndPoint.Discovery
	3600
	Yes

	Discover SUSE Linux Enterprise Server 10 ACS Endpoint
	Microsoft.ACS.Linux.SLES.10.ACSEndPoint.Discovery
	3600
	Yes

	Discover SUSE Linux Enterprise Server 11 ACS Endpoint
	Microsoft.ACS.Linux.SLES.11.ACSEndPoint.Discovery
	3600
	Yes


SUSE Linux Enterprise Server Rules

	Rule Name
	Rule ID
	Enabled 

by Default

	Failed Console Login (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Console.Failed
	Yes

	Invalid Console Login (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Console.Invalid
	Yes

	Successful su (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Su.Succeeded
	Yes

	Failed su (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Su.Failed
	Yes

	Successful sudo (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Sudo.Succeeded
	Yes

	Failed sudo (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Sudo.Failed
	Yes

	Invalid sudo (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Sudo.Invalid
	Yes

	Successful ssh login (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Ssh.Succeeded
	Yes

	Failed ssh login (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Ssh.Failed
	Yes

	Invalid ssh login (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Ssh.Invalid
	Yes

	Adding User (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Adding.User
	Yes

	Deleting User (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Deleting.User
	Yes

	Adding Group (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Adding.Group
	Yes

	Maximum Tried Password Change (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Password.Change.Maximum.Tries
	Yes

	Failed Password Change (SUSE Linux Enterprise Server 9)
	Microsoft.ACS.Linux.SLES.9.Password.Change.Failed
	Yes

	Failed Console Login (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Console.Failed
	Yes

	Invalid Console Login (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Console.Invalid
	Yes

	Successful su (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Su.Succeeded
	Yes

	Failed su (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Su.Failed
	Yes

	Successful sudo (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Sudo.Succeeded
	Yes

	Failed sudo (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Sudo.Failed
	Yes

	Invalid sudo (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Sudo.Invalid
	Yes

	Successful ssh login (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Ssh.Succeeded
	Yes

	Failed ssh login (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Ssh.Failed
	Yes

	Invalid ssh login (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Ssh.Invalid
	Yes

	Adding User (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Adding.User
	Yes

	Adding User to Group (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Adding.User.To.Group
	Yes

	Deleting User (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Deleting.User
	Yes

	Deleting User from Group (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Deleting.User.From.Group
	Yes

	Adding Group (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Adding.Group
	Yes

	Deleting Group (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Deleting.Group
	Yes

	Successful Password Change (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Password.Change.From.Root.Succeeded
	Yes

	Successful Password Change (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Password.Change.From.User.Succeeded
	Yes

	Maximum Tried Password Change (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Password.Change.Maximum.Tries
	Yes

	Failed Password Change (SUSE Linux Enterprise Server 10)
	Microsoft.ACS.Linux.SLES.10.Password.Change.Failed
	Yes

	Failed Console Login (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Console.Failed
	Yes

	Invalid Console Login (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Console.Invalid
	Yes

	Successful su (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Su.Succeeded
	Yes

	Failed su (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Su.Failed
	Yes

	Successful sudo (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Sudo.Succeeded
	Yes

	Failed sudo (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Sudo.Failed
	Yes

	Failed sudo with one or two times try (password) (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Sudo.Conversation.Error
	Yes

	Invalid sudo (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Sudo.Invalid
	Yes

	Successful ssh login (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Ssh.Succeeded
	Yes

	Failed ssh login (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Ssh.Failed
	Yes

	Invalid ssh login (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Ssh.Invalid
	Yes

	Adding User (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Adding.User
	Yes

	Adding User to Group (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Adding.User.To.Group
	Yes

	Deleting User (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Deleting.User
	Yes

	Deleting User from Group (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Deleting.User.From.Group
	Yes

	Adding Group (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Adding.Group
	Yes

	Deleting Group (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Deleting.Group
	Yes

	Successful Password Change (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Password.Change.From.Root.Succeeded
	Yes

	Successful Password Change (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Password.Change.From.User.Succeeded
	Yes

	Maximum Tried Password Change (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Password.Change.Maximum.Tries
	Yes

	Failed Password Change (SUSE Linux Enterprise Server 11)
	Microsoft.ACS.Linux.SLES.11.Password.Change.Failed
	Yes
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